


Letter from the Director

Technology Solutions (TS) works with Town leadership and departments as a
strategic partner bringing efficiencies and process improvements across the
organization through innovation, application alignment, as well as technology
solutions, initiatives and projects that benefit the Town and the community. TS
also assists departments with accreditations, regulatory compliances, meeting
industry standards, best practices for information management, security, public
safety, sustainability, environmental conservation, financial regulations and
business processes. TS is a partner with regional governments, universities and
vendors contributing to economic opportunities in the community and region.

Technology plays an important role in many Town services and operations by facilitating communication
among employees and the community; capturing and analyzing data; promoting collaboration and innovation;
increasing productivity, and operational efficiencies; improving environmental impact and enhancing public
safety. The projects and support focus on improving the delivery of services to the community by adding value
and convenience. Key methods include smart technologies and innovation to help the Town become more

sustainable, resilient, and livable.

In the past year, TS projects included:

e Compliance certifications o
e Smart City pilots for analytics o
e Communication infrastructure upgrades o

TS promotes the development of a smart region ecosystem
that encourages innovation and economic growth by bringing
together, through technology people, businesses,
organizations, things, and systems. By leveraging strategic
planning and innovation, the Town's digital transformation and
smart initiatives benefit the citizens with continuous
improvement of customer service and quality of life.

Our smart city approach includes open data transparency and
analytics; data governance, value creation, actionable
information, efficiencies, citizen engagement, mobility,
accessibility, crowdsourcing, inclusion and collaboration.

This year technology priorities are:

Cyber Security upgrades

Regional support for start ups
Departmental technology improvements
Technology project management

Our department provides:
e User Support
e Network Infrastructure
e Telecommunications
e Database Management
e Enterprise Application Support
e PMO Partnerships
e IT Planning & Coordination
e Data Analytics
e Process Improvement

e Improve partnerships with departments when processes include data, technology, tech and/or sensors.
e Improve cybersecurity to meet constantly evolving challenges.
e Maintain and improve the resilience of the robust infrastructure required for technology to work.

Improve the governance, utilization, and accessibility of data by:

o Improving or implementing interconnected and interoperable services
o Expanding the use of pilot projects and implemented projects using the Internet of Things,
collecting data and providing meaningful analytics.
e Support for sustainability and resilience using technology with high-speed communications.

— Scott Clark, Executive Director for Technology
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Our Mission

Technology Solutions provides professional, secure and reliable technology-based solutions and services.
Partnering with Town departments as well as regional and community stakeholders Technology Solutions
manages technology assets, consults and innovates while ensuring the security and best use of available and
emerging technology.

Our Guiding & Governing Documents

e Appropriate Use of Technology e PCl Compliance Procedures
e Technology and Data Security e Records Management and Imaging

Technology Solutions Department

Executive Director of
Technology

Administrative
Assistant

Systems & Support Service & Network Business Analysis
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https://www.townofchapelhill.org/home/showdocument?id=38763
https://www.townofchapelhill.org/home/showdocument?id=38885
https://www.townofchapelhill.org/home/showdocument?id=38887
https://www.townofchapelhill.org/home/showdocument?id=41207

Departmental Performance Measures Overview (mark ‘X" if performance from the most recent data
collection period is at or above target)

Mission-level Measures

Percentage of responses to service requests within Service Level Agreement (SLA)

At or
above target

Percentage of servers in security compliance

Percentage of desktop and laptops in compliance

Number of training sessions offered on cyber security and appropriate use

ARER R

Percentage of utilization factors of systems and infrastructure

Ogoioit

Support

At or
Program Performance Measure
above target
Service request response percentage within Service Level Agreement
User Support 9 P P 9 9 ]
(SLA)
Percentage of user-assist service requests resolved within SLA
User Support - O
(excludes cases requiring vendor support)
Percentage of desktop computer software utilizing the most current
User Support entage P P 9 O
version available
User Support Percentage of desktop computer equipment four years old or newer ]
Network Infrastructure Percentage of network service incidents resolved within SLA [
Percentage of utilization factors of systems and infrastructure (i.e.
Network Infrastructure . : ]
storage capacity, bandwidth usage, compute-power usage)
Cyber Security Percentage of machines in security compliance U
. Number of training sessions offered on cyber security and
Cyber Security . 9 Y y Ul
appropriate use
Telecommunications Percentage of phone service incidents resolved within SLA [
Database Management Percentage of time critical databases are available No Hstarical Data
Database Management Daily backup of environment maintained and tested Norstarica! Data
Enterprise Application L e
Percentage of application incidents/request resolved within SLA U]

IT Planning and
Coordination

Percentage of Town software and project contract reviews

No Historical Data
Available

IT Planning and
Coordination

Capacity, utilization and replacements plans completed within cycle

No Historical Data
Available
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DEPARTMENTAL

STRATEGIC INITIATIVES
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Initiative 1: Consider Smart-City technology and data management in all projects and planning
Project Manager(s): Janelle, Bailey, Chase Barnard and Robert Reynolds

Summary

Departments routinely consider technology as part of process improvements. TS assists in the identification, analysis,
selection and management of those solutions. The type of technology, data management and security are focal points in
the process.

Strategic Alignment

Departmental SWOC- This initiative addresses: Opportunity # 4

Strategic Plan- This initiative addresses: Collaborative & Innovative Organization, Objective 3, Initiative 2

Actions
Action 1.1: [dentify valuable data to collect and build upon for performance management

Action 1.1 will continue in FY2020 and anticipated to end in >FY2022

Action 1.2: Provide meaningful analytics to support decision-making

Action 1.2 will continue in FY2020 and anticipated to end in >FY2022

Action 1.3: Improve customer service with additional opportunities for mobile workforce and online services

Action 1.3 will continue in FY2022 and anticipated to end in >FY2022

Action 1.4: Leverage opportunities to introduce Internet of Things (I0OT) devices and GIS to provide additional
insights, encourage innovation, and/or provides solutions to organizational issues.

Action 1.4 will continue in FY2022 and anticipated to end in >FY2022

Performance

Performance Measure 1: | Number of collected datasets

Performance Measure 2: | Pilot projects that include the Smart-City or other technology

Performance Measure 3: | Number or reports and data visualizations to support decision-making
Performance Measure 4: | Number of staff-oriented mobile applications and customer-facing services

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Only $0
Total - - -

Significant Organizational Support

This initiative will need significant communications support from Communications & Public Affairs in FY20

This initiative will need significant guidance/support from Technology Solutions in FY20

XX |

We anticipate requesting new funding/resources in next year's budget to complete this initiative
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Initiative 2: Integrate Digital Transformation process with Technology Planning
Project Manager(s): Janelle Bailey

Summary

The leadership for the digital transformation needs to have the process in their sights at all times. The transformation
needs to consider the whole enterprise; gathering and maintaining an up-to-date understanding of business problems;
gathering and reporting actionable information; and engaging the community. Bringing together people, technology,
business models, business processes and IT competencies to address business needs.

Strategic Alignment

Departmental SWOC- This initiative addresses: Opportunity # 4

Strategic Plan- This initiative addresses: Collaborative & Innovative Organization, Objective 1, Initiative 3

Actions

Action 2.1: Improve the alignment of business plans to implement a digital transformation process prioritized by

community and departmental needs

Action 2.1 will begin in FY2020 and anticipated to end in >FY2022

Action 2.2: Align the planning and projects with the Town's new Council Strategic Goals

Action 2.2 will begin in FY2020 and anticipated to end in >FY2022

Action 2.3: Support for sustainability and resilience projects using technology with high-speed communications

Action 2.3 will continue in FY2020 and anticipated to end in >FY2022

Action 2.4: Improve Project and Portfolio Management and Prioritization (report and communicate project
prioritization, resource availability, and bandwidth)

Action 2.4 will continue in FY2020 and anticipated to end in >FY2022

Performance

Performance Measure 1: | Number of business plans review

Performance Measure 2: | Number of projects identified and prioritized

Performance Measure 3: | Creation of Portfolio Management visual and/or report

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Only $0

Significant Organizational Support

This initiative will need significant communications support from Communications & Public Affairs in FY20

This initiative will need significant guidance/support from Technology Solutions in FY20

We anticipate requesting new funding/resources in next year's budget to complete this initiative

X X
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Initiative 3: Maintenance and enhancement of a secure technology environment
Project Manager(s): Robert Reynolds

Summary

All technology has ever-present and constantly evolving security threats. A major priority for Technology Solutions is
cyber security. TS balances the functional needs of staff and community stakeholders with the necessary security of the
systems and data. TS must be vigilant, evaluating new threats, monitoring existing systems and improving the systems to
maintain a secure and dependable technology environment.

Strategic Alignment

Departmental SWOC- This initiative addresses: Challenge # 7

Strategic Plan- This initiative addresses: Collaborative & Innovative Organization, Objective 3, Initiative 3

Actions
Action 3.1: Conduct risk assessments for technology projects and contracts including regulatory compliance
Action 3.1 will continue in FY2020 and anticipated to end in >FY2022
Action 3.2: Ensure project budgets include the cost of cybersecurity as part of the total cost of ownership.
Action 3.2 will continue in FY2020 and anticipated to end in >FY2022

Action 3.3: Develop a comprehensive security program and strategy including Disaster Recovery Plan and
Business Continuity Plan.

Action 3.3 will begin in FY2022 and anticipated to end in >FY2022
Action 3.4: Advocate Cyber Awareness and provide training throughout organization
Action 3.4 will continue in FY2020 and anticipated to end in >FY2022

Performance

Performance Measure 1: | Number or Risk Assessments conducted
Performance Measure 2: | # of unidentified risk recorded during post-implementation project reviews
Performance Measure 3: | Percentage of employees trained

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Onl $0

Significant Organizational Support

This initiative will need significant communications support from Communications & Public Affairs in FY20
This initiative will need significant guidance/support from Technology Solutions in FY20
We anticipate requesting new funding/resources in next year's budget to complete this initiative

XX |
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Initiative 4: Maintenance and enhancement of technology environment
Project Manager(s): Tim Czupka and Janelle Bailey

Summary

Technology Solutions is committed to providing employees with the necessary infrastructure, software tools and
equipment to support the services they provide to the community stakeholders. TS also provides functional analysis, cost
analysis, technical recommendations, design recommendations, contract reviews and project management.

Strategic Alignment

Departmental SWOC- This initiative addresses: Challenge # 7

Strategic Plan- This initiative addresses: Collaborative & Innovative Organization, Objective 3, Initiative 3

Actions
Action 4.1: Create and maintain a life cycle for hardware and software

Action 4.1 will begin in FY2020 and anticipated to end in >FY2022

Action 4.2: Review, strategize and provide cost information for replacement of legacy systems and infrastructure

Action 4.2 will continue in FY2020 and anticipated to end in >FY2022

Action 4.3: Provide modern technology tools for staff and the community to use
Action 4.3 will begin in FY2020 and anticipated to end in >FY2022

Performance

Performance Measure 1: | Number of legacy system replacement plans
Performance Measure 2: | Percentage of technology assets managed within asset management tool
Performance Measure 3: | Percentage of staff with technology tools

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Only $0
Total - - -

Significant Organizational Support

This initiative will need significant communications support from Communications & Public Affairs in FY20
This initiative will need significant guidance/support from Technology Solutions in FY20
We anticipate requesting new funding/resources in next year's budget to complete this initiative

XX |
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Initiative 5: Collaborate with internal and regional partners to provide support for innovative projects
Project Manager(s): Scott Clark

Summary

Technology is complex and used from a number of different perspectives. Technology can also be costly. Engaging
partners expands knowledge and understanding of problems and solutions. Sharing infrastructure, software, data and
other resources can decrease implementation times and costs of technology.

Strategic Alignment

Departmental SWOC- This initiative addresses: Strength # 6

Strategic Plan- This initiative addresses: Vibrant & Inclusive Community, Objective 2, Initiative 4

Actions
Action 5.1: Expand regional partnerships supporting community enablement for technology use.

Action 5.1 will continue in FY2020 and anticipated to end in >FY2022

Action 5.2: Expand regional partnerships with shared technology in planning, transportation and smart cities

Action 5.2 will continue in FY2020 and anticipated to end in >FY2022

Action 5.3: Mentor and/or sponsor CHCCS technology-related programs and events (e.g. NextTech)

Action 5.3 will continue in FY2020 and anticipated to end in >FY2022

Action 5.4: Create a computer recycling programs with the Kramden Institute.

Action 5.4 will continue in FY2020 and anticipated to end in >FY2022

Action 5.5: Seek opportunities to support start-up businesses and the civic hacking community

Action 5.5 will continue in FY2020 and anticipated to end in >FY2022

Action 5.6: Expand digital inclusion within Town facilities and with nonprofits and business partners
Action 5.6 will continue in FY2020 and anticipated to end in >FY2022

Performance

Performance Measure 1: | Number of partnerships
Performance Measure 2: | Number of events held
Performance Measure 3: | Number of projects supported

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Only $0

Total - - -
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Significant Organizational Support

This initiative will need significant communications support from Communications & Public Affairs in FY20

This initiative will need significant guidance/support from Technology Solutions in FY20

Og|ig

We anticipate requesting new funding/resources in next year's budget to complete this initiative
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Initiative 6: Improve Data Governance, Utilization and Accessibility
Project Manager(s): Janelle Bailey and Chase Barnard

Summary

Next to its employees, data is one of the Town's most important assets. Applying various techniques to ensure data
quality and accessibility as a standard is the key to transforming operational data into informational insights.

Strategic Alignment

Departmental SWOC- This initiative addresses: Opportunity # 2

Strategic Plan- This initiative addresses: Collaborative & Innovative Organization, Objective 3, Initiative 2

Actions
Action 6.1: Leverage GIS and Open Data to create a Smart City Hub of Information

Action 6.1 will begin in FY2020 and anticipated to end in >FY2022

Action 6.2: Improve and/or implement interconnected and interoperable services including current software
business systems, GIS, Open Data, and additional mobile applications

Action 6.2 will continue in FY2020 and anticipated to end in >FY2022

Action 6.3: Collaborate on a study of data practices in partnership with UNC/SILS — Planning Grant

Action 6.3 will begin in FY2020 and anticipated to end in FY2021

Action 6.4: Establish Data Governance Plan, Polices and Procedures to increase data quality, accessibility and
record management

Action 6.4 will begin in FY2021 and anticipated to end in >FY2022

Action 6.5: Refine the strategy for exchanging data among various systems (Data Marketplace, Data Catalog,
and/or Data Store)

Action 6.5 will begin in FY2021 and anticipated to end in FY2022

Performance

Performance Measure 1: | Completed data governance plan
Performance Measure 2: | Quarterly and year end reports/data visualizations to measure progress

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Only $0

Significant Organizational Support

This initiative will need significant communications support from Communications & Public Affairs in FY20 ]
This initiative will need significant guidance/support from Technology Solutions in FY20
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We anticipate requesting new funding/resources in next year's budget to complete this initiative ‘ ‘
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Initiative 7: Enhance Data-Driven Decision-Making Capabilities
Project Manager(s): Chase Bernard/Janelle Bailey

Summary

Data-driven decisions and automated responses require the collection of data reflecting on measurable, key performance
indicators, increase transparency, draw new, conclusions, detect new opportunism, deeper customer insights; beyond
dashboards and reports

Strategic Alignment

Departmental SWOC- This initiative addresses: Opportunity # 2

Strategic Plan- This initiative addresses: Collaborative & Innovative Organization, Objective 3, Initiative 2

Actions
Action 7.1: Coordinate data governance, data analytics to information-based recommendations
Action 7.1 will continue in FY2020 and anticipated to end in >FY2022
Action 7.2: Combine GIS, Open Data, and Dashboards into single location (transparency portal)

Action 7.2 will begin in FY2021 and anticipated to end in >FY2022

Action 7.3: Facilitate actionable intelligence efforts for staff and council

Action 7.3 will begin in FY2020 and anticipated to end in >FY2022

Action 7.4: Expand Analytics Team Scope to better coordinate collection and utilization of data
Action 7.4 will begin in FY2020 and anticipated to end in >FY2022

Performance

Performance Measure 1: | Number of new analytical insights presented
Performance Measure 2: | Number of routine analytical insights presented

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Only $0

Significant Organizational Support

This initiative will need significant communications support from Communications & Public Affairs in FY20
This initiative will need significant guidance/support from Technology Solutions in FY20
We anticipate requesting new funding/resources in next year's budget to complete this initiative

OX| O
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Initiative 8: Expand and improve access to the Internet within the Town
Project Manager(s): Tim Czupka

Summary
Connected community, Economic Development, place to live

Strategic Alignment

Departmental SWOC- This initiative addresses: Strength # 6

Strategic Plan- This initiative addresses: Economic & Financial Sustainability, Objective 1, Initiative 3

Actions
Action 8.1: Shared communication fiber projects with UNC, UNC Health and CHCCS
Action 8.1 will continue in FY2020 and anticipated to end in >FY2022
Action 8.2: Explore collaboration with Orange County and Triangle Region
Action 8.2 will continue in FY2020 and anticipated to end in >FY2022
Action 8.3: Improve public access to the Internet
Action 8.3 will continue in FY2020 and anticipated to end in >FY2022
Action 8.4: Include Smart City, support for startups and innovation

Action 8.4 will begin in FY2020 and anticipated to end in >FY2022

Action 8.5: Support sustainability and resilience using technology with high-speed communications

Action 8.5 will begin in FY2020 and anticipated to end in >FY2022

Action 8.6: Consider Internet connectivity in private and public construction projects including plan review in
the Technical Review Team (TRT) and overbuilding Town fiber where possible.

Action 8.6 will begin in FY2020 and anticipated to end in >FY2022

Performance

Performance Measure 1: | Increase the number of public locations with Internet service.
Performance Measure 2: | Increase the number of public WiFi locations around town.
Performance Measure 3: | Number of collaboration opportunities with regional partners
Performance Measure 4: | Number of construction project consultations

Resources
Account Name FY20 Budget FY21 Estimate FY22 Estimate
Staff Resources Only $0

Total - = = ‘

Significant Organizational Support

‘ This initiative will need significant communications support from Communications & Public Affairs in FY20 ‘ [l ‘
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This initiative will need significant guidance/support from Technology Solutions in FY20

We anticipate requesting new funding/resources in next year's budget to complete this initiative
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