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	I. POLICY
The Town of Chapel Hill deploys security cameras in and on Town property for the purposes of:
• Protection of individuals, property and buildings
• Investigation of criminal or other inappropriate activity
• Monitoring of access control systems
• Confirmation of security and safety alarms
• Situational awareness of Town events

The use of security cameras must be professional, ethical, and in accordance with this and other relevant policies, as well as any applicable ordinances, federal laws and state laws. This Policy establishes procedures for the use of surveillance equipment and video recordings generated by such equipment in order to protect the reasonable privacy interests of individuals in Chapel Hill.
II. PURPOSE

	

	The purpose of this Policy is to outline procedures for the responsible use of security cameras on Town property.  This Policy seeks to balance the safety and security of the public and our employees with their respective privacy interests.  This Policy is not intended to address the use of video equipment in law enforcement vehicles and body cameras, nor those used for media purposes such as the Town Council broadcast system.  Thus, such recordings are not covered by the requirements outlined below.
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III. Security Camera Procedures 
These procedures are issued by the Executive Director for Community Safety to implement the Employee Health and Safety Policy issued by the Chapel Hill Town Manager.  These procedures may be periodically updated.  
1) Security Committee – A committee consisting of the Chief of Police, Fire Chief, Emergency Management Director, Risk Manager, HRD Director, Senior Legal Advisor and Chief Information Officer will advise on the policy, procedures and operations related to cameras.

2) Placement of Permanent Equipment.  Except as otherwise authorized under this Policy, permanent cameras are to be installed only in public areas, common areas and areas dedicated to Town operations. Cameras shall not be positioned so as to capture images where privacy is expected (spaces dedicated to health and counselling services, locker rooms, bathrooms, and some Human Resources locations where confidentiality is expected.)  All locations shall be identified in advance, reviewed by the security committee, and approved by the Executive Director for Community Safety.

3) Special Uses.  In response to specific safety concerns related to criminal behavior or other credible threats known to the Police Department, the Executive Director for Community Safety may install cameras on a temporary basis.  The installation should be after consultation with the Security Committee, or, in the event of an emergency, the Town Manager.  Temporary installations shall be removed by the date specified by the Executive Director for Community Safety in any such consultation, unless extended upon further consultation.    

4) [bookmark: _GoBack]Storage, Disposition and Release of Recorded Images.  Recorded video images will be stored for a period generally not to exceed 90 days and thereafter will be erased or “overwritten,” unless retained as part of a police or administrative investigation, a valid court order, a litigation hold, or as needed for legitimate training purposes.  Recorded video images will be stored on a secure server accessible to the Department Director or designee only.  Relevant video recordings may be released by the Executive Director for Community Safety after consultation with the Town Attorney, or Town’s legal staff, as follows:
a. To the Director of Human Resource Development in connection with the investigation of workplace misconduct of a threatening or criminal nature, or where disciplinary action may be taken.
b. To the Town Manager to assist in the assessment of and response to actual or threatened criminal activity or other emergencies.
c. To federal, state, county or municipal law enforcement agencies for purposes of investigation or prosecution of criminal activity.
d. To third-parties for purposes related to legitimate safety concerns, e.g. to aid in locating missing persons.
e. To parties named in subpoenas or court orders requiring production, but in conformity with requirements of any relevant laws and regulations, and after consideration of the advisability of an opposing motion to prevent or limit release.
f. To persons contained in the videos who have legal standing to view/receive the footage.

Nothing in this paragraph shall be deemed to restrict the use of video recordings by the Town in the defense of legal actions or other proceedings brought against it.

5) Monitoring of Cameras. Neither the installation of security cameras nor this Policy constitutes an undertaking by the Town to provide continuous live monitoring of all locations visible through such cameras. At the discretion of the Town, cameras may be monitored in “real time” when safety or security concerns, event monitoring, ongoing investigations, alarms or other situations warrant such monitoring.  Real time monitoring, when conducted, shall comply with the following:
a. 

a. Supervisors will obtain written acknowledgement from employees who monitor cameras that they have read and understood the contents of this policy. A copy of said acknowledgement shall be maintained in the personnel file of any such designated employee.
b. Personnel will not monitor individuals based on characteristics of race, gender, ethnicity, sexual orientation, disability, or other classifications protected by the Town’s Nondiscrimination Policy.
c. Access to monitoring locations or capability shall be strictly limited to trained personnel and equipment shall be configured to prevent such personnel from tampering with, duplicating, downloading or transmitting by email or other means recorded video information.
d. Personnel who violate guidelines set out in this Policy shall be subject to disciplinary action up to and including termination and possible legal action where appropriate.

6) System Maintenance. The Chief Information Officer shall develop and maintain a regular schedule for system audits and maintenance to ensure the functionality of equipment and its compliance with the provision of this policy. 



VI.  FORMS:
Need acknowledgement form

[bookmark: AdditionalContacts]V.  ADDITIONAL CONTACTS:

Human Resource Development 919-968-2700 or HR@townofchapelhill.org
Ombuds office   919-265-0806 or Ombuds@townofchapelhill.org
Employee Assistance Program 1-800-326-3864

[bookmark: Definitions]VI. DEFINITIONS


[bookmark: Responsibilities]VII.   RESPONSIBILITIES

All Employees are expected to: 
a) Be aware of this policy and carry out their responsibilities consistent with the established procedures.
b) Ask questions about anything they do not understand.

All Supervisors/Managers are expected to: 
a) Provide this policy to employees who monitor cameras and obtain their written acknowledgement of the policy.
b) Monitor the use of cameras for consistency with this policy.

All Department Heads are expected to: 
a) Be aware of this policy and support their employees and the Steering Committee in carrying out the established procedures.


[bookmark: Appendices]VIII.   APPENDICES    None 

[bookmark: FAQ]IX.   FREQUENTLY ASKED QUESTIONS:    None 

[bookmark: Scope]X.   SCOPE: 	This policy applies to all Town of Chapel Hill employees, contractors, service providers and vendors.  
Additionally, this policy is supported by daily operational security procedures that have been developed in conjunction with this policy and are approved by the Town Manager’s office through the Town’s Standard Procedure process.






[bookmark: RelatedInformation]XI. RELATED INFORMATION   




[bookmark: PolicyHistory]XII:  POLICY HISTORY:    

Issued February 1, 2018 

This policy replaces and supersedes any previous Town policies, departmental policies, handbooks, or unwritten policies or practices covering the same subject.  Departmental policies in compliance with this policy are referenced in Section XI below, Related Information.     In the event of any disparity between this policy and the Town’s Code of Ordinances and/or applicable local, state, or federal laws, the Town’s Ordinance and/or applicable laws shall prevail.    

Approved by Chris Blue, 		                                                              	 Security Camera Procedures PP 8-5[image: ]

Executive Director for Community Safety				February 1, 2018  
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